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Raison sociale Identifiantunique du  Type du label Type de service Date de Durée de
label délivrance validité

Next Step IT N0012024 N-Cloud laaS 04/04/2024 1an

Focus Technology Solutions N0022024 N-Cloud laaS 12/04/2024 1an

EO Data Center N0032024 N-Cloud laaS,PaaS, SaasS, Espace de 09/07/2024 1an
collocation

Standard Sharing Software (39) N0042024 N-Cloud laaS 09/07/2024 1an

Dataxion N005024 N-Cloud Espacde de colocation 12/07/2024 1an

Ooredoo Tunisie N0062024 N-Cloud laas ,PaaS,SaaS,Espace de 12/07/2024 1an
colocation

Réseaux Formation et Conseils N0072024 N-Cloud laaS, PaaS 12/07/2024 1an

(RFC)

Tunisie Télécom N0082024 N-Cloud laas, Espace de colocation 18/07/2024 1an
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Attaques DDOS détectées en Tunisie - 2024

Mombre total des attaques DDo S détectées 18900

Pic du volume des attagues 153Chbps

Pic de durée des attaques

05 jour et 2 heures

TOP types d'attagues IP Fragmentation
TCP SYN
UDP
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2023
nombre total des attaques Ddos détectées = 994 3970 4200 7420 18900 155%
pic volume des attaques Gbps 326 | 88 93 114 153 34%
pic durée des attaques (nbre d'heures) 144 96 120 27 122 352%

ATTAQUES
DDoOoS

ATTAQUANT

e g

SECURE
CONNECTION

2024 12



2024 Ao pcad) Adul] dibo o]l Al (goiud! oyl
Evolution des attaques DDoS (2020 - 2024)
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- Scan )
Atague s distribuées

- Dosweh
Détérioration de I'accés

DETECTION ET RETRACAGE DES ATTAQUES CYBERNETIQUES
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Détection
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des botnets

disponibilité des services
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Surveillance
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Signature name Pourcentage
ET INFO DYNAMIC_DNS Query to a Suspicious no-ip Domain 19,57%
ET INFO Observed DNS Query to .biz TLD 19,34%
ET DNS Query to a *.pw domain - Likely Hostile 18,32%
ET POLICY DNS Query to DynDNS Domain *.zapto .org 9,31%
ET INFO Session Traversal Utilities for NAT (STUN Binding Request On Non-Standard 5,48%
High Port)
ET INFO RustDesk Domain in DNS Lookup 4,16%
ET INFO RustDesk Relay Domain in DNS Lookup 4,16%
ET POLICY Windows Update P2P Activity 3,34%
ET INFO Observed DNS Query to .myqg-see .com DDNS Domain 1,91%
ET POLICY DNS Query to DynDNS Domain *.ddns .net 1,67%

Top 10 des signatures du 1 er trimestre 2024
i LS Slezdl Silsbinal cacioiy

Type d’attaque Pourcentage
Potentially Bad Traffic 55,09%
Misc activity 36,96%
Domain Observed Used for C2 Detected 3,45%
Not Suspicious Traffic 3,40%
Crypto Currency Mining Activity Detected 0, 35%
A Network Trojan was detected 0,34%
Potential Corporate Privacy Violation 0,17%
Malware Command and Control Activity Detected 0,07%
Attempted Information Leak 0,02%

Device Retrieving External IP Address Detected 0,02%
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Les types d'attaques du 1 er trimestre 2024

M ANetwork Trojan was detected
i Potential Corporate Privacy Violation

1 Malware Command and Control Activity Detected
W Attempted Information Leak

I Device Retrieving External IP Address Detected

iy Sl g BAAN M5 Ui S (il 463471175 Cylas b yale doglite cpa dllu] ¥

i LS Slaz ) 1931 cic9392024

Signature name Pourcentage
GPL ICMP PING Microsoft Windows 17,31
ET DNS Query to a *.pw domain - Likely Hostile 16,42
ET INFO Observed DNS Query to .biz TLD 15,32
ET DYN_DNS DYNAMIC_DNS Query to a Suspicious no-ip Domain 14,92
ET DYN_DNS DNS Query to DynDNS Domain *.zapto .org 10,9
GPL SCAN SolarWinds IP scan attempt 6,46
GPL ICMP PING *NIX 5,74
ET DNS Query for .cc TLD 2,4
GPL SNMP public access udp 19
ET TFTP Outbound TFTP Read Request 1,14

Top 10 des signatures période juillet, aout et sptembre 2024

8 GPLICMP PING Microsoft Windows
B ETONS Querytaa *pwdomain- Likely Hostie

= ETINFO Observed DNS Query 0 biz TLD

B ETDYN_DNS DYNAMIC_DNS Query to 3 Suspicous no-p Domain

1 ET DYN_DNS DNS Query to DynDNS Domain * 2apto org.

B GPLSCAN SolarWinds P scan attempt

1 GPLICMP PING *NIX

1 ETDNS Queryfor cc TLD.

(GPLSNMP publicaccess udp

1 ETTFTP Qutbound TFTP Read Request
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1 LS Sleze | Slebinal cueigio

Type d’attaque Pourcentage
Potentially Bad Traffic 48,89
Misc activity 40,26
Detection of a Network Scan 6,46
Attempted Information Leak 2,21
Potential Corporate Privacy Violation 1,2
Device Retrieving External IP Address Detected 0,34
Malware Command and Control Activity Detected 0,22
Crypto Currency Mining Activity Detected 0,15
Attempted User Privilege Gain 0,11
A Network Trojan was detected 0,1

Les types d'attaques du 3 éme trimestre 2024

M Potentially Bad Traffic

B Misc activity

® Detection of a Network Scan

M Attempted Information Leak

W Potential Corporate Privacy Violation

1 Device Retrieving External IP Address Detected
Malware Command and Control Activity Detected
Crypto Currency Mining Activity Detected

Attempted User Privilege Gain

ANetwork Trojan was detected

s 9 98T ST IS st S Ogale 2271520173 iplis Lo yalis Bagliie oy il %0
1 oS Slez ! 1931 cisig9 2024

Signature name Pourcentage
ET INFO Observed DNS Query to .biz TLD 6,49%
ET DNS Query to a *.pw domain - Likely Hostile 5,63%
ET DYN_DNS DNS Query to DynDNS Domain *.zapto .org 5,47%
ET DYN_DNS DYNAMIC_DNS Query to a Suspicious no-ip Domain 4,36%
GPL SCAN SolarWinds IP scan attempt 3,64%
ET DNS Query for .cc TLD 3,28%
GPL SNMP public access udp 1,14%

ET TFTP Outbound TFTP Read Request 0,66%
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Top 10 des signatures de la période Octobre et novembre 2024

M ETINFO Observed DNS Query t0.biz TLD

B ETDNS Queryta a* pw domain - Likely Hosile

1 ET DYN_DNS DNS Query to DynDNS Dor

*2apio org.

B ETDYN_DNS DYNAMIC_DNS Query o a Suspi

1 GPLSCAN SolarWinds P scan attempt

1 ETDNS Queryfor cc TLD.

1 GPLSNMP public access udp.

1 ETTFTP Qutbound TFTP Read Request

1 oS Slazedl Slebianl cusioio

Type d’attaque Pourcentage
Potentially Bad Traffic 23,19%
Misc activity 19,93%
Detection of a Network Scan 3,64%
Attempted Information Leak 1,34%
Potential Corporate Privacy Violation 0,72%
Device Retrieving External IP Address Detected 0,16%
Malware Command and Control Activity Detected 0,15%
Crypto Currency Mining Activity Detected 0,09%
A Network Trojan was detected 0,06%
Attempted User Privilege Gain 0,05%

Types d'attaques Octobre - Novembre 2024

W Potentially Bad Traffic

W Misc activity

1 Detection of a Network Scan

W Attempted Information Leak

M Potential Corporate Privacy Violation

M Device Retrieving External IP Address Detected

11 Mahware Command and Control Activity Detected

1l Crypto Currency Mining Activity Detected
ANetwork Trojan was detected

1 Atempted User Privilege Gain

2024 pouss yods 5 st S Ogule 529.977,802 ilis be ol Baglaie oy didul %
1 LS Slaz ! 1531 caeisig
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Signature name Pourcentage
ET DYN_DNS DNS Query to DynDNS Domain *. zapto .org 19,31%
ET INFO Observed DNS Query to .biz TLD 12,55%
ET DNS Query for .cc TLD 11,66%
ET DNS Query to a *.pw domain - Likely Hostile 8,89%
GPL SCAN SolarWinds IP scan attempt 7,41%
ET DYN_DNS DYNAMIC_DNS Query to a Suspicious no-ip Domain 2,79%
GPL SNMP public access udp 1,53%
ET TFTP Outbound TFTP Read Request 1,37%

Top 10 des signatures du mois de décembre 2024

B ETDYN_DNS DNS Query o DynDNS Domain . zapto org
M ETINFO Observed DN Query 0 biz TLD

8 ETONS Query for ccTLD.

M ETONS Queryto.a * pwdomain- Likely Hostie

B GPLSCAN SolarWinds I scan a

1 ET DYN_DNS DYNAMIC_DNS Query to 2 Suspicious no-ip Domain

(GPLSNMP public access udp

ETTFTP Outbound TFTP Read Request

Passiv DNS

i gd! IS & O9ladls DNS Glaid! olaw plas Jaud @.H Slisgd! olaza jladiw! 2020 Liw Jin A Joi5
Slall Sl wa=ig 8aylgd) wldaall dxtlal daudl abj JI 2024 Ziw S W Coags Camg cuidl
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Type d’attaque Nombre Pourcentage
Hworm 416,232 28,17%
ZoomBack 389,031 26,33%
Gamarue 160,982 10,89%
ViperSoftX 144,285 9,76%
Raspberry_Robin 122,564 8,29%
Botnet_Controller 108,119 7,31%
Mylobot 62,808 4,25%
logashell 45,402 3,07%
avalanche-andromeda 15,969 1,08%
GIUPTEBA 4,213 0,28%

Types des Botnets du 1 er trimestre

416,232 389,031

160,982 144785 122564 108110

62,808
45402 00 4213

Pourcentage par types des Botnets du 1 er trimestre
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Type d’attaque Nombre Pourcentage
ZoomBack 767,773 34,40%
Gamarue 302,118 13,54%
ViperSoftX 298,626 13,38%
Raspberry_Robin 244,02 10,93%
Mylobot 192,418 8,62%
Hworm 162,607 7,28%
Botnet_Controller 147,64 6,61%
logashell 70,764 3,17%
avalanche-andromeda 22,397 1,00%
HoneyGain 8,312 0,37%

Types des Botnets du 2 éme trimestre

767,773
302,118 298,626 4402
4 192,418 162,607 147,64
I . . 70764 22397 8312
—

& & I N & & D < &
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& &

Types des Botnets du 2 éme trimestre

3% 1% 0%
/o W ZoomBack

W Gamarue
m ViperSoftX
W Raspberry_Robin

| Mylobot

13% 14%

b e LALAIS| o3 (Leal (i 105883 e ciejed cilityy Zoma all 7349050 ya AST (8LAIST 2024 2wt I M 3410 Vs @3
PASSIV-DNS 4aia

Type d’attaque Pourcentage
ZoomBack 27,45
ViperSoftX 20,14
Gamarue 12,39
Raspberry_Robin 11,01
Hworm 9,63
Botnet_Controller 5,60
log4shell 3,97
Mylobot 3,53
avalanche-andromeda 3,53

Sldeload_Stealer 1,33
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2024 yaiiw 30 ) delig> 015740 clisgdd| Solaza
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Type d’attaque Nombre Pourcentage
ZoomBack 670,453 0,05%
Gamarue 558,358 0,04%
Raspberry_Robin 486,373 0,04%
Hworm 265,679 0,02%
logashell 111,066 0,01%
ViperSoftX 103,959 0,01%
avalanche-andromeda 103,838 0,01%
Botnet_Controller 69,481 0,01%
Mylobot 64,284 0,00%
Sldeload_Stealer 29,703 0,00%

Types des Botnets mois d'octobre et novembre 2024

670,453
558,358

486,373

265,679

111,066 103,959 103,838
69,481 64,284 29,703
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